We demonstrate quantum key distribution at 1.3-Gbit/s secret-key rates over a 10-dB-loss channel. By transmitting many photons per bit with multi-mode encoding our protocol overcomes channel loss to achieve gigabit-per-second rates without compromising security.
OCIS codes: (270.5568) Quantum cryptography; (270.5565) Quantum communications; (060.2920) Homodyning.
Quantum key distribution (QKD) [1] , in conjunction with one-time pad encryption, provides the means to security guaranteed by the laws of physics. The appeal of unconditionally secure communication spurred the recent demonstration of ground-satellite QKD [2] , a first step toward a global quantum-communication network. A major barrier to QKD's widespread deployment, however, is QKD systems' low secret-key rates (SKRs) caused by channel loss.
Floodlight QKD (FL-QKD) is a radically different protocol that can offer gigabit-per-second-class SKRs over metropolitan-area distances using only available technology [3] . It does so by transmitting many photons per bit and using multi-mode encoding to achieve its high SKR in bits/sec. We previously reported an FL-QKD experiment operating at 55 Mbit/s SKR over a 10-dB-loss channel against collective attacks [4] . Here, we report an FL-QKD experiment that further boosts the SKR against collective attacks by ∼20 times, achieving a 1.3 Gbit/s SKR over a 10-dB-loss channel. Our experiment, to the best of our knowledge, is the first QKD system operating at a gigabit-persecond SKR. Figure 1 shows a schematic of our experiment. Alice's unseeded erbium-doped fiber amplifier (EDFA) emits ∼200 mW of broadband ASE light, which is subsequently split into two portions with a 90:10 coupler. The strong ASE portion serves as the LO for Alice's homodyne receiver. The weak ASE portion from the coupler output is later combined with the SPDC's signal light for transmission to Bob. The SPDC source is a type-0 phase-matched MgOdoped periodically-poled lithium niobate (MgO:PPLN) crystal pumped by a ∼1-mW 780-nm beam, producing signal and idler photons centered at 1550 nm and 1570 nm, respectively. The idler photons are immediately detected by a superconducting nanowire single-photon detector (SNSPD) and their detection times are recorded. A 98:2 fiber tap combines the signal photons and the weak ASE light. Alice taps 2% of the combined light, detects the tapped photons with a second SNSPD, and records their detection times. She sends the remaining 98% of the combined light to Bob through a fiber channel with 10-dB attenuation. Bob first taps 1% from the received broadband light, detects photons in that tapped light using a third SNSPD, and records the detection times. The remaining light is amplified by an EDFA with ∼30 dB gain to compensate for the loss to be incurred on the return channel to Alice. The amplified broadband light is phase modulated by an electro-optic modulator (EOM) using binary-phase shift keying with a 7 Gbit/s pseudorandom sequence provided by a bit-error-rate tester. Placing the EOM after the EDFA overcomes the EOM's insertion loss. The signal is then sent back to Alice. Alice fine tunes the signal's round-trip propagation delay using a free-space delay line so that it matches the length of the fiber spool that stores her LO. The signal and LO interfere in a homodyne receiver, whose electrical output is amplified and detected by the bit-error-rate tester.
To determine the SKR, we need Alice's bit-error probability P e and Eve's injection fraction f E , i.e., the fraction of light entering Bob's terminal from Eve. We measured P e at different transmitted photons per bit with fixed source bandwidth. In each case, a set of 10 consecutive P e 's were recorded and their standard deviations calculated. We measured f E using the channel monitor comprised of the three SNSPDs and a time-tagging device (Picoquant Hydraharp) in its histogram mode. We performed 54 30-minute histogram measurements, giving f E = (0.053 ± 0.066)%. Using a 3-σ confidence level for the measurement uncertainty, we obtained the upper bound f UB E = 0.3%. With P e 's and f E measured, the SKRs are derived from
Here, R = 7 Gbit/s is the modulation rate, β = 0.94 is the assumed reconciliation efficiency, I AB (P e ) = 1 + P e log 2 (P e ) + (1 − P e ) log 2 (1 − P e ) is Alice and Bob's bits/use mutual information, and χ BE ( f UB E ) is the upper bound on Eve's bits/use Holevo information set by f UB E [3] . We plot in Fig. 2 the theoretical curves for I AB (P e ) (solid blue), χ BE ( f UB E ) (dashed brown), and the SKRs (solid black) at different transmitted photons per bit. The experimentally measured values are shown as red circles. The experimental measurements agree well with theory at transmitted photons per bit < 30, where our phase-locking servo loop was optimized. At higher levels, the experimental data are slightly lower than the theoretical model due to sub-optimum servo loop operation. The maximum SKR is 1.3 Gbit/s, obtained at ∼20 transmitted photons per bit, or, equivalently, ∼0.06 photon per optical mode over a 10-dB-attenuation channel for which the ultimate secret-key/mode limit is − log 2 (1 − η) = 0.15 [5] , where η is the channel's transmissivity.
In conclusion, we have demonstrated FL-QKD with 1.3 Gbit/s SKR. This high SKR is made possible by FL-QKD's multi-mode encoding, which overcomes channel loss by transmitting many photons per bit while maintaining security. Future investigations would encompass demonstrating FL-QKD in a field test and studying finite-size effects.
